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Protecting’'Data’in Untrusted Locations
An exermse“m “Real \'ﬁorld” threat modeling.
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WORLD CUP FINAL: #GERvVARG - How Germany v Argentina played out on Twitter
Geotagged Tweets mentioning key terms around the World Cup game, July 12, 2014, Brazil time

15:59

Germany —— 0 0 & Argentina e

cartodb.com/v/woridcup/match/?TC=x8&vis=30acae6a-0a51-11e4-8918-0¢73339ffa50&h=t&t=Germany,B40903JArgentina, SCA2D1&m=7/13/2014 16:00:00 GMT,7/12/2014 18:35:00GMT&g=147|#/play




“ Threat Model

sense (don’t click on unsolicited
herbal Viagra ads that result in
keyloggers and sorrow)

Threat Ex-girlfriend/boyfriend breaking into Organized criminals breaking into | The Mossad doing Mossad things
your email account and publicly releasing | your email account and sending with your email account
your correspondence with the My Little spam using your identity
Pony fan club

Solution | Strong passwords Strong passwords + common ¢ Magical amulets?

¢ Fakeyourowndeath, moveintoa
submarine?

¢ YOU'RE STILL GONNA BE
MOSSAD’ED UPON

https://t.co/Ej94YI40vr



https://www.usenix.org/system/files/1401_08-12_mickens.pdf
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“" Threat Model

sense (don’t click on unsolicited
herbal Viagra ads that result in
keyloggers and sorrow)

https://t.co/Ej94YI40vr

O\
Threat Ex-girlfriend/boyfriend breaking into Organized criminals breaking in e Mossad doing Mossad things
your email account and publicly releasing | your email account and sending with your email account
your correspondence with the My Little spam using your identity
Pony fan club
Solution | Strong passwords Strong passwords + common @ ‘Magical amulets?

¢ [Fake your own death, moveintoa
submarine?

¢ [YOU'RE STILL GONNA BE
MOSSAD’ED UPON



https://www.usenix.org/system/files/1401_08-12_mickens.pdf

~ DAY 46: 1 HAVE GAINED THE ALPACAS’
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https://t.co/ykdsHGV84r



https://t.co/ykdsHGV84r
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Threat Model

Threat Actors:
® hackeris vulgaris
® organized crime (fsvo “organized”)
® |ocal governments or intelligence services

® foreign governments or intelligence
services



Threat Model

Assets:

® Local Service-Access Point

® Access/Entry point to Infrastructure

® TLS keys



Access/Entry point to
Infrastructure

physically protected systems

no “secrets” permanently stored on
systems

traffic severely restricted

all traffic must be mutually authenticated






IMAGINATION &

HIS LAPTOPS ENCRYPTED.
LETS RUIWD A MILLION-DOULAR
CLOSTER To CRACK \T.

NO GooD! TS
U096 -BIT RGAL
BLAST!, OUR }

EVIL PLAN
1S FOILED! ™~

HIS LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH

THIS $5 WRENCH UNTIL
HE. TELIS LS THE. PASSWORD.

GOT' IT,

VR

This also works.



https://www.xkcd.com/538/




TLS keys




TLS keys




No time to explain - get in the llama!






mutual SSL
authentication

mutual SSL _
~ authentication

NIC w iPXE
+server int-cert
+static client




How to draw an owl

2. Draw the rest of the fucking owl

1. Draw some circles



Booting

First time:
® boot into single-user mode
® generate TPM-backed CSR
® submit CSR to service in datacenter
® cert generated, used to encrypt client puppet key
® encrypted puppet key stored in host image
Nth time:
® PXE viaTLS
® init script decrypts puppet key using TPM

® puppet does its thing
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login.c:
\ C Compiler Binary
4 Bugl: Insert Backdoor when
:’ Compiling login.c
Bug2: Insert Bugl and Bug2
/ when compiling cc.c
cc.c: /

Login Binary

Backdoor

C Compiler Binary

i‘ Bugl: Insert Backdoor when
Compiling login.c

Bug2: Insert Bugl and Bug2
when compiling cc.c

http://cm.bell-labs.com/who/ken/trust.html


https://www.xkcd.com/538/

Wile E. Coyote has an MBA.

Wile’s ROI

Value of Asset




Wile E. Coyote has an MBA.

Wile’s RO

Value of Asset




e BARC

Raising the cost of attack

Wile E. Coyote needs:

® physical access
® ability to attack running system

® persistent undetected presence




Wile E. Coyote has an MBA.

Wile’s RO

Value of Asset




Wile E. Coyote has an MBA.

Wile’s ROI

Value of Asset




Reducing the value of TLS keys

® Forward Secrecy
® tightly scoped certificates
® short-lived

® alert if observed outside of expected env



Possible scenarios

® hardware compromised prior to us
racking it

® resources compromised through
temporary physical access (ACME
backdoor)

o ACME fake hole, ACME rocket

powered roller skates, ACME do-i
yourself tornado kit, ACME
earthquake pills, ...









Lessons:
You can’t just rub some crypto on it.

http://youtu.be/YsYL-yiSW'r4


http://youtu.be/YsY2-yi5W74

Lessons:
Know your assets, know your adversaries.




70-1T YOURSELF NSRS
Tornado Kit gy

ACME MFG. CO

REG. SIZE




Wile E. Coyote
GENIUS

HAVE BRAIN WILL TRAVEL







SHIT'S ON.FIRE, YO



(now get in the llama!)

Jan Schaumann 54FE 193F 64ED DDOB CFDE
@jschauma . 40D6 1983 626F 1E52 3D3A



