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e Attacker guesses part of secret
e Usesitin reflection
e Compressed/encrypted response is shorter if right!

vase href="https://mail .google.com/mail/u/0/x/pugg7uid3zaf-/" />
value="?&amp; at=AF6bupMJX-9CU4zxp362SDbN49045nMjSg&amp;s=q" />
type="hidden" name="nredir" value="?&amp;g=blackhatblackhat&am

/><input type="hidden" name="search!' - ry" /><div
class="noMatches">No results for ( AF6bupMJX-9CU4 ) </div><scrip

type="text/jav o— .
var token€_ AF6bupMJX-9CU4zxp362SDbN49045nM7jS var_REﬂeCtlon
searchPageLinks=;::Z:;:tfgetﬂiementSBYCIassName("searchPageLin

for(i=0;i<searchPageLinks.length;i++)searchPageLinks[i].onclic

Secret



Adaptively choosing reflections strings can lead to full recovery.

But there are challenges:
1. Noise

2. Antagonistic compression methods (Huffman coding)
3. Unrelated static content on page matching candidates
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/ [ https://ruptureit.cor x \|

< C 1} | & https://ruptureit.com/test2. php?reflection=****

091283124709387583657489374982374312098347129837479928334792834729834783
RH**0873498821374981382745183247bibendumS728374129384723181947213984981.



Our

Contributions
e Usable open-source tool

e Demonstrate attack is easy and practical via web Ul
e Reusable RESTful API
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Completed
Running & Paused
Not started

Scan for victims

Not started Not started Not started Not started
192.168.1.1 192.168.12 192.168.15 192.168.1.4

Add custom wictim
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Choose Target: G

IP: 192.168.15
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Demo
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more details
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Scan for victims

running Q'_b
192.168.15
Cemo

0:0:2 Add custom wictim

more details

Not started

Not started Not started Not started
192.168.1.1 192.168.12 192.168.1.4




Choose Target: Fuptlrait

IP: 192.168.1.2




Create Target

Name: Demo

Endpoint url: hittps Mruptureit.comitest2 php?r

Known prefix: hiben
Secret length:

Secret Alphabet: abcdefghijklimnopgrstuvagz

Hlignmmen Al phauag: ABCDEF GHIIKLMNOPQRSTUW

Record cardinality:

Method: ® Serial
Divide & Conquer

Submit




(R Demo

192.168.1.5

Decrypted secret: biben

Found Batch Alignment Alphaket

1 1 NQIPLUJDCKEMYEARTSZGOFWVRX

Fossible Knownprefix

bibend

Confidence

0546875

Delete

Fause




(R Demo

192.168.1.5

Decrypted secret: biben

Found Batch Alignment Alphabet
1 1 NQIPLUJDCKBMYEAHTSZGOFWWRX

1 i TIROYSXHEKIMBADGLZPWUVFCHNGO

Fossible Knownprefix
bibend

bibend

Confidence

0546875

Delete Fause



Found

Batch

€X' Demo

192.168.1.5

Decrypted secret: biben

Alignment Alphabet
NQIPLUIDCKBMYEAHTSZGOFWWVREX
TIROYSXHEKIMEADGLZFWUWVFCHO

QBCRAVWFEMRY ZTNGOLKDJISURXE

Fossible Knownprefix
bibend
bibend

hibend

Confidence

0.546875

0678125

Delete




https://github.com/dionyziz/rupture

https://ruptureit.com/




Thank you! Questions?

https://github.com/dionyziz/rupture

http://www .kiayias.com
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